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Critical Infrastructures and Key resource Areas

Critical Infrastructuresectorsare assets, systems, and networks, whether physical or

virtual, which areconsidered so vital to the United States that their incapacitation or

destruction would have a debilitating effect on security, national economic security,
national public health or safety, or any combination thereof

Presidential Policy Directive 21 (PPD: Critical Infrastructure Security and Resilience
advances a national policy to strengthen and maintain secure, functioning, and resilient
criticalinfrastructure.

Thisdirective supersedes Homeland Security Presidential Dire¢tard reduceg the |
number of sectors td60 G t 2afdi IKA LILIVRI G b GA2Y L @Q2Waz
assimilated in other sectors).
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Critical Infrastructure and Key Resource Sectors (CIKR) in USA
Dams and Levees are Critical Infrastructures!

. 4
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A generate catastrophic floods (potential loss of life,
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Transportation . i . . Government
Systems A lead to cascading failures in other infrastructures Facilities
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Dam Failures During Hurricane Matthew (201

Past Storm Matthew
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Woodlake Dam during
Hurricane Matthew 2016.

Residents downstream
were evacuated.
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A total of 20 dams failed due to floods
generated by the Hurricane Matthew
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National Research Counigsued'Safety of Dams: Floaahd Earthquak€riteria." <——
Federal Guidelines for Dam Safety was published—

Teton Dam Failures—

The Federal Power Commission issued Order No. 315 defining the responstbilities
of power licensees to ensure safe construction and operation of dams

Dam Building in the USA

——MNumber of Dams Built in a Year = Cumulative Number of Dams
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Prepared based on NID (National Inventory of Dams)
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National Inventory of Dams

1 CorpsMap 2

http://nid.usace.army. m|I/cm apex/f’?p 83812

With the National Dam Inspection Act (P.L-3&8%) of 1972, Congress authorized the U.S.
Army Corps of Engineers (USACE) to inventory dams located in the United States. The
Water Resources Development Act of 1986 (P-b&8 authorized USACE to maintain and
periodically publish an updated National Inventory of Dams (NID). The Water Resources
Development Act of 1996 (P.L. 18@3), Section 215, rauthorized periodic update of the
NID by USACE, and continued a funding mechanism.

NID maintenance and publication program is achieved through cooperative participation
of the 50 states and Puerto Rico (as facilitated by ASDSO), and 17 federal agencies, who
provide information on approximately 88,000 dams currently in the NID.

The NID has public and restricted access possibilities.
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Statistics of Dams in the NID

L

There are about 88,000 dams registered in the NID
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National Inventory of Dams and Current Status of Emergency Action Planning

The US National Inventory of Dams includes records of ~88,000 dar c-
1) The dam has a height equal to or greater than 7.62 nft(2&nd

the storage volume exceeds 18,500 m3 (15 dest)

2) The storage volume exceeds 61,674 m3 (50-fa@f and the

dam height exceeds 1.82 mf(¢.

Dams

High Significant
Hazard (HH) Hazard (SH)
14,726(16.4%) | 12,406 (14.3%
Failurewould Failurecould
probablyresult inlosS@ possiblycausesome

of lifeandmajor loss of lifeand
damage to property@ property damage

Emergency Action Plan is Required !

3,172 (21.5%) 4,938 (39.8%)
HH dams do notll SH dams do not
yet have an EAPg yet have an EAP

National Center for Computational

Y

Low
Hazard (LH)
58,956 (67.8%

Failurewould be
unlikely to cause
loss of life or
property damage
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58,956
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16.43% 14.97%
1,271
1.46%
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U.S. Dams with Emergency Action Plan (EAP)

8,854
60.12%

49358

3961 39.80%

193% 3,507
3172 28.27%

21.54% 2,700
18.33%

EAP Exists EAP Needed EAP Not Required

A Some of the EAPs are very old anddated

A Some of the EAPs do not meet tstandards

A Thus, there are probably more dams in need of an EAP th:
that reflected by the statistics
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Statistics of Dams in NID

U.S. Dams by Height
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Statistics of Dams in NID

U.S. Dams l:)zﬁ.r%I:;lrirnarﬁ..r Purpose
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Statistics of Dams in NID

U.S. Dams by Completion Date
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National Inventory of Dams and Current Status of Emergency Action Planning

Levees

Alt is estimated that the USA has
about114,000 mileof levee
systems.

ASome of these levee systems are
protectinghighly developed
urban areaswherevital
Industries andcritical
Infrastructures are located.

AA national inventory of levees Housing developments in Sacramento,
exists, but it is not which are built in areas protected by old
comprehensive. and endangered levees.

Tainan, Taiwan
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What is Flood Risk due to Failure of Water Infrastructure?

AFl oods ar e ,TIheleveloffloodhazard does not

but flood losses are depend solely on probability of
| argely act f 1l oodé

eébut also on various t
socio-economic factors such as:

Apopulation at risk,

Apopulation awareness and

preparedness,
Aproperty and infrastructure
Gilbert Fowler White vulnerabilities
(November 26, 1911 in Chicago Apresence and degree of

October 5, 2006 in Boulder, Colorado) . :
| | mitigation measures,
Prominent American geographer,

sometimes called the "father of Aearly Warning SyStemS,
floodplain management" Aetc.
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When Fl ood Hazard is of Our Own Makingeée

New
Orleans
before
hurricane
Katrina

1888 German map of New Orleans

Images taken from: Wikipedia
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Working in a Risk Assessment Framework

Response

Model

Structural
Response,
Erosion,
Piping, etc.

System
Response

Response
Probability
P(RIE)

Improve
infrastructur
e
performance

Numerical

Model

Conseqguence
Analysis

Exposure
Model

Propagation
of Resulting
Discharge

Outcome
(Discharge
hydrograph)

Outcome
Probability
t Oohpyw

Reduce
failure
probability

Warning systems,

Knowledge Basis
(Damage
Functions,

methods, rules)

GlSbased Decision
Support System

Consequence
(time of the year, (lossof-life, economic
warning level, and environmental
etc.) damage)

Exposure

Exposure
Probability
to- yuh w

# of lives lost
$ amount of damage

Zoning, relocation,
land-use
management

flood proofing,
preparedness

Event
Model
_ Models:
Modeling Climate,
Needs Hydrology,
Earthquake
) External or
Identify Internal
Risk Triggering
Event
: Loading
E.Stlmate Probability
Risk ()
Reduce event
Reduce amplitude
Risk and/or
probability
Evaluate
Risk

Risk = Probabilityk consequence

@& National Center for Computational
Hydroscience and Engineering

Is risk
criteria

met?

Emergency
management
planning

Evaluate
residual risk
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A New Generation of Modeling and Consequence Analysis Tools

There is a need for a
new generation of
simulation,
consequence analysis and
decision making tools

Because we need to take all the advantages offered by the
new technologies available (computational methods, faster
hardware, GIS and remote sensing data, databases, etc.)

to be
time and cost-effective

and work in a
risk assessment framework.

National Center for Computational 12th International Conference on Hydroscience & Engineering i ICCHE 2016

. . i Tainan, Taiwan
Hydroscience and Engineering November 6-10, 2016

The University of
Mississipp



Input Data for PreProcessor

DEM, Land Use/Cover, |
Satellite Imagery, etc.

Dams, Levees, Water |
Bodies, etc.
User Preferences,
Simulation Parameters

Geospatial Data Layers
Census Block Data
LandScamata

Data from HAZUBSIH
Agricultural Data
Infrastructure Data

Etc.

Knowledge Base
Census Block Data
Fatality Rate Curves
Damage Curves
Flood Danger Criteria
Etc.

Input Data for PostProcessor

; National Center for Computational
: Hydroscience and Engineering

DSSNISE GUI

DSSNISE Prrocessor

~ Run 2D Numerical Model

Loss of Life
Agricultural
Urban Damage

DSSNISE PodProcessor

Monte Carlo
imulation

l Flood Danger Mapping

Spatial Compromise
Programmin

DSSWISE: Decision Support System with a 2D Model and Gl$®ased Tools
ArcGIS

Input Data for DSSVISE Model

DSSNISE

~

Flood
Depth Map

Map of U
Vel. Comp.

Map of V
Vel. Comp.

—
-
Animate
and/or
Visualize

™

Output
(csv) files
for Observ

Points,
Lines and

Profiles.

Y

MS Excel or
Equivalent

Results Output from DSW/ISE Model
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State dam safety officials and federal agencies urgently needed a simple to use, robu:
versatile and accurate dafmreak flood modeling system to generate first tier daneak
flood inundation maps for prioritization and screening purposes.
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General Flow Diagram of the New PS8 { 9 2 So6 tfF 0F2N)Y F2NJ C9a!

A , - , 2
The_ newDSE L { 9 ucapability & prowde_d throughSS L { 9 u p(_?rtél 0 DS L{9un [L¢S ) [
designed, developed, and operated by tiational Center for Computational - : Q
Hydroscience and Engineering (NCCHig)University of Mississippi Job Scheduling 3
- >
Error Checking £
at NB , b
Outside Worlc* Secure Web Portal E
TosetupaDSBL { 9 ' : >
Remote User O oo Input Data Preparation s
7p]
- | Q
% DS L{ 9u« DS® L{ 9n | Compute Simulation B
- Viewer Module _ g
E : Prepare Results Packages=
3 Map server provides access to . . _ o
8 DS L{ 9% [AGS OFLIoAtAGS |-\§Fﬁ&_m°”'t°rD33L{9” [}A
other future capabilities imulations. Download results. S Network
: > orage oy Attached
Security . > Storage )
Layer , :
Synchronize Files & Database
Checks Logi Allows user to manage his/her :
Crzgesmiggn account and simulations (Not Future AnaIyS|s and

Available for Beta testing) Decision Support Tools 0) A

Developmentgo be added in latephases OIa(c

Tainan, Taiwan
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Landing Page of D3SL { 9 u

DSS-WISE™ Web

Decision Support System for Water Infrastructural Security Web

2\

Secure, web-based graphical user
interface and map server providing
analytical capabilities and a
decision support system for
dam/levee security.

_?._
g

-4

rd- b b

Upwind, shock-capturing scheme
handles wetting/drying and allows

- SERVICE -
Free-of-charge system available

24/7 to FEMA, state dam safety
offices, and stakeholder federal and

state agencies.

Provides automated,
two-dimensional flood

Simplified data entry in 12 easy
steps with real-time validation of
user input. User input is kept to a

strict minimum,

Displays inundation extent
periodically during the simulation.

Automated input data preparation
using national databases (USGS,
NED DEM, levees, bridges,
classified land-use/cover).

The final results package includes a
PDF report, raster files ( HAZUS-MH

Potential users may request

Designed and Mamtained by

e @

The National Center for
Computational Hydroscience and
Engineering
The University of Mississippi

Operated for

FEMA

on Uy
N0

S

aND S

U.S. Department of Homeland Security

Federal Emergency Management
Agency

Registered users can log in

aCCess

for mixed-regime flows (subcritical, = modeling/mapping capabilities with In 80% of the cases, results are compatible), shapefiles, and a KMZ Useful Links
transcritical and supercritical). cell sizes from 20 ft. to 200 ft. available in less than one hour. file of the inundation extent
—i
® & é
ASDSO ussbD ASFPM
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Options Available After Lag

DSS-WISE™ Web Portal

Decision Support System for Water Infrastructural Security Web

DS L{9u 2S00 +ASHSNJ Users manage their

button displays a map server account. Group
and provides access to Managers manage
various analytical modules. their groups.

Access to documentation, FAQ page
FAQ page, and Known
Issues page
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DamBreak Flood Modeling and Mapping for Water Inf

The current version
of DSS-WISE Lite

which the userlogged

The “user name” under

ctural Security and Emergency Response Planning

Click on this
button to log out

Currently there are three background map layers that are available:
“Satellite Imagery” from ESRI, Physical Map from OpenStreetMap (OSM)

Web Viewer into the DSS-WISE Lite of DSS-WISE Lite. and the USGS 1/3 arc-second DEM Layer rendered as a hillshade image.
= _- : DSS-WISE™ Web Viewer Logged in as: - Physicall
= Mustafa Alrinakar e i
' Quites Mouse
>= iss MY pointer
Zc?om NS % is an
L8 | arrow
Zoom Options become visible when mouse hovers over the button Hhacs o ok when
out orata 1 not
Wm - Modules |, Help A pointing
/\ e @ Kandl O to an
[ 1| DsswistLite > | pep1o FAQS (o e Yol
Mo‘use iy Swwsand Results User Manual & button
pointer o " T&Z//-(.m..
takes Currently only the DSS-WISE™ ’ seien '
the Lite capability is available with ) il ! o Here gy Latitude
form of two submodules : “Prep Tool” to Current!y three options 2 and
a hand d launch simulations are avallable: iy e S % longitude
prepare and launch simula e
when and “Status and Results” to Frequ.ently Asked . of the
pointing monitor and view the results. E)uestlons (F'A'?“'S) ’ : location
atan Other modules will be added "User Manuals”, a.nd 3 ‘ s o pointed
action under this button in the future. Contact Information”. S . by the
button 5 (it mouse
it g

When the DSS-WISE Lite Web Viewer is launched, OpenStreetMap (OSM) is
displayed as the background map. The zoom level is initially set to display the
entire Unite States. The user is expected to zoom into the area of interest.

Clicking on this button to displays the layer source:
" Click here to dock the

source information
university o m
Mississipp

Scale for the background map

< © OpenStreetidap contributors. n

Tainan, Taiwan
November 6-10, 2016
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DamBreak Flood Modeling and Mapping for Water Infrastructural Security and Emergency Response Planning

e
€

26 06 &0 6 @ 0 0w @

Click on this icon to
______________________ close the window Group Selection
Title Bar -{- Group Selection X

"""""""""" [ Scenario Description

Mavigation Bar =

e e - -

Simulation Type

Beta Test Group 1

Reservoir Information

Conditions at Failure
Partial Breach information

Content Area =

2

3

4

5 Impounding Structures
6

7

8 Breach Hydrograph

| 9 Simulation Parameters

Q Zoom to group area 10 Bridges
11 Observation Lines

Bottom Bar :lr“ m 12 REVIEW and SmeIt

Tainan, Taiwan
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DamBreak Flood Modeling and Mapping for Water Infrastructural Security and Emergency Response Planning

Total Dam

If NID ID is
defined

fill in Max. fillin “Hyd.
Elev. and Height"
Vol. from NID
Normal
Elev. and

Vol. from L ﬁ . N —
NID

If NID is

defined Skipped

Reservaoir

Optional | Optional

Partial Dam

@
>

Total Dam

Allinformation in the tabis

v
Hydrograph

required
Hyd. Height Reservoir £
Choose nc:.rt Elev. '?‘UDI' Eru The tab is skipped because of
Reservoir required at failure = options chosen by the user
not required =
or Only
Choose to Hydrograph Breach Tab content area is context
define or not type Choose Total Dam Breach Width dependent based on choices
NID simulation or Partial Dam Breach required B—
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Data to be Entered by the User is Minimized

Tab # |Tab Name Data Field Requirement based on Simulation Type and Breach Type
1 Group Selection Group Name Always Required
Project name Always Required
5 Scenario Description Scenar?o Name_ : Always Requ?red
Scenario Description Always Required
NIDID Optional. If NID ID is attached, certain data fields are queried from NID.
3 Simulation Type Simulation Type Reservair Hydrograph
4 Reservoir Information Upstream Point (Longitude) Required. Captured by clicking the location on the screen.
Upstream Point (Latitude) Required. Captured by clicking the location on the screen.
Maximum Storage Elevation Required
Maximum Storage \."oll_,lme Requ!red skipped
Normal Storage Elevation Required
MNormal Storage Volume Required
MName Required
Type = Embankment
Type = Gravity Select one or multiple if composite structure
5 Impounding Structures Type=Arch
Hydraulic Height Required Mot Required
Crest Elevation Required
Polyline along the Crest Required. Captured by clicking the location on the screen.
Reservair Storage Elevation Required Mot Required
Reservoir Storage Volume Required Mot Required
6 Conditions at Failure Breach Center (Longitude) Reguired Reguired
Breach Center (Latitude) Required Required
Breach Type Total Breach Partial Breach Total Breach | Partial Breach
Breach Bottom Elevation Required Mot Required
7 Partial Breach information Breach Width Skipped Required Not Required | Required
Formation Time Required Not Required
8 Breach Hydrograph Breach Hydrograph Skipped Required. Pairs of time and discharge.
Cell Size Required
9 Simulation Parameters Downstream Distance Required
Simulation Duration Required
Bridge Center (Longitude) Defining a Bridge is optional, but if a Bridge is defined this parameter is required.
10 Bridges (Optional) Bridge Center (Latitude) Def?n?ng a Br?dge ?s opt?onal, but ?f a Br?dge ?s def?ned th?s parameter ?s requ?red.
Name Defining a Bridge is optional, but if a Bridge is defined this parameter is required.
Span Length Defining a Bridge is optional, but if a Bridge is defined this parameter is required.
- T s (T Namt_a _ : Defining an Dbservation Line is optional, but if an Dbser\fation Line is defined this parameter is required.
Palyline describing a cross section Defining an Observation Line is optional, but if an Observation Line is defined this parameter is required.
12 Review and Submit Submit If there are no errrors, click Submit button to submit simulation request.

National Center for Computational
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Simulations Belong to Groups Managed by a Group Manager

DS L{9u 2S06 KI a -like usek faNdgevdor systemmkiEBhwill be setnaged by the user community
A simulation belongt the Group under which it wdaunched. Group Manager can access all simulations of the Group

{ Each Group has a Group

{ ¢ Manager and one or mor

Level 1 Level 0

members.
e e e O e
[ A user can be the Manager
el P FE A i A P E e and/or member of more
E il M A i i A i B than one Group.
. - P i A A FE E A R R
g - A A A CE E A B A e
n i 3 E E VB N . A user can only see his/her
= B E L = own simulation results.
- -~
L - A group Manager can see the list of all simulations launched by all Groups

and Sub Groups that are under it. However, the Group Manager can only
see the results of his/her Group.
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‘ DSS-WISE™ Web Viewer Rugoedins:
DSSWISE-WEB ADMIN

v.1.00

Edmonton
= i
ITED STATES Group Name: UNITED STATES

Step 1: User Chooses the Group Under Which the Simulation will be Carried Ou

- Physical

Calgary
Group Description: This group allows
running simulations anywhere in UNITED Winfipeg
STATES
Administrator(s): None - 4
ano Québec
This group shares viewing results with
higher level administrators. b Ottawa
Safot Padl & Montréal
Minn capolt
Toronto
w Vo x
it R -
o) ¥ 5 ¥
L, Zoom to group area 4 _Destioings P}
S0 ol “ g v -
5 ¥
> ; B 40l
A - 4 y
1
Color " & 4 Sl o
9 Spring$ ) y
sa) Fre 1
. s lle 2
asVer P cghl 2N
g ué nphie T
>%Tos Ardele _ Phoeik > <
P s o oy
N Tidjana 3 2l W o
Mexica son 2P Montc omefy
Ciudad Jogge? & 4
wtin -
7 Hour Jackscilville
& [
s8nAntonid
Hermosillo )
> 5
1054
1Agami Nassau
Torreén.  saltillo °
L
Meéxic
Drasge . 7 The Bahamas
s
Mazatian La Habana
Aguascalientes Mérida | Cancun Cuba
LN £ ciudad de
Morelia__pgxico George Town Guantanamo, Republica
PUebla Ayiti sDominicana United
Acapulco Port-au-Prince 5 =
Jamaica Rerical
de Jusrez Belize CHAmerca
Guatemala
Ciudsdde  Honduras
o
Guatemala
® Tegucigalpa
giSalvador o TP
Nicaragua
°
Managua

Cartanana
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‘ DSS-WISE™ Web Viewer Loggediin as?
= DSSWISE-WEB ADMIN

Edmonton
Ko
S inE

Project Name  Sardis Dam Calgary

Winnipeg
Scenario Name Scenario 01

Cell Size 20 ft
Breach Width 400 ft

Scenario Desc.

NID Search sardi

Enter NIL
SARDINE LAKE - CA00092

LOWER SARDINE LAKE - CAO0038

UPPER SARDINE LAKE - CA82563

SARDIS DAM - MS01493 I

SARDIS LAGOON DAM - MS00859

SARDINIA RESERVOIR DAM - OH0081

SARDIS LAKE - 0K22199

Hermosillo

lefimi.  Nassau
Torredn  saltillo ©
) (me
México
s The Bahamas
% e
Mazatlan Vatiabana
Aguascalientes Mérida | Cancin Cuba
Ledn
Ciudad de
Morell fera
lorelia_—mexico George Town Guantanamo, Republica
Pliebla Ayiti {Domipicana
&
Port-au-Prince
Acapulco Jamaica
de Jusrez Belize

Guatemala
Ciudad de  Honduras
°

Guatemala
©Tegucigalpa
£l Salvador (o P

Nicaragua

°
Managua
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Step 2: UseProvides the Scenario Description / if needed, Simulation is Attached to an Existing Dam

Dams in NID are
displayed. More
information can
be gathered by
zooming.
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Step 3: Simulation Type

ses /=)
M= A

Select reservoir-type to model the entire reservoir and flow through the breach. The

following will apply:

1. Impounding structure’s hydraulic height and reservoir elevation/volume pairs at
normal pool level, maximum pool level, and pool level at the time of failure
will be required. These will be used to estimate reservoir bathymetry.

2. Cell size will be restricted to be able to model the breach width with at least 2
cells

Select hydrograph-type to model a given breach discharge directly applied
downstream of the breached structure. The following will apply:

1. Reservoir will not be modeled at all. No reservoir information will be required

2. Time vs. discharge hydrograph representing breach outflows will be required
for the duration of the simulation

3. Cell size will not be restricted by breach width

(®) Reservoir
Simulation Type
Hydrograph

Select one of the options
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Step 4: Reservoir Information

— H
E‘ DSS-WISE™ Web Viewer Logged i as: - Ruiies. -
— =
— O — DSSWISE-WEB ADMIN
%,
= =_/ — 2 E'
ME A g
Longitude Latitude 8
Upstream Point Q‘ -89.78308439254 || 34.41813295600
DEM Elevation: 248.53 ft NAVD88
Elevation Volume
Maximum Storage
>
Normal Storage
Name: SARDIS DAM R X
e NID ID: MS01493

Hydraulic Height: 107 ft

Normal Storage: 108000

ac-ft

oirey Rowg
Maximum Storage:
3016000 ac-ft V]
13 (]
H SARDIS DAM
% %rf&
oy H
i b &
Debbie Drve
Let: H44068 Lot 50,6062 a
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Step 5: Impounding Structures

DSS-WISE™ Web Viewer Logged in as: = & W LW Satellite

DSSWISE-WEB ADMIN

Lo e
M

Impounding Structures

Sardis Main Dam

Name| Sardis Main Dam

v Embankment
Gravity

Arch
Hyd. Ht| 107

Crest Elv| 311.4

CrestLineQp T2

,
Length: 17363 ft

Ry &

mo;m . \
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Step 6: Conditions at Failure

Conditions at Failure
i A=0¢

Elevation Volume
Reservoir Storage| 301 3016000

Longitude Latitude
Breach Center @ | -89.7971263888 | 34.40910689562

Sudden and Complete Failure
Breach Type
(® Partial breach of structure

Select one of the structure breach types

1000 ft N \
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Step 7: Partial Breach information
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