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Critical Infrastructures and Key resource Areas

Critical Infrastructure sectors are assets, systems, and networks, whether physical or 
virtual, which are considered so vital to the United States that their incapacitation or 
destruction would have a debilitating effect on security, national economic security, 

national public health or safety, or any combination thereof

Presidential Policy Directive 21 (PPD-21): Critical Infrastructure Security and Resilience 
advances a national policy to strengthen and maintain secure, functioning, and resilient 
critical infrastructure.

This directive supersedes Homeland Security Presidential Directive 7 and reduces the 
number of sectors to 16 όάtƻǎǘŀƭ and {ƘƛǇǇƛƴƎέ ŀƴŘ άbŀǘƛƻƴŀƭ aƻƴǳƳŜƴǘǎ ŀƴŘ LŎƻƴǎέ ŀǊŜ 
assimilated in other sectors).
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Critical Infrastructure and Key Resource Sectors (CIKR) in USA
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Dams and Levees are Critical Infrastructures!

Critical 

Manufacturing

Failure of dams and levees may:

Ågenerate catastrophic floods (potential loss of life, 

urban and agricultural property damage, and 

environmental degradation);

Åcause disruption of the vital services (water supply, 

energy production, flood protection) provided by 

these structures; and

Ålead to cascading failures in other infrastructures
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Dam Failures During Hurricane Matthew (2016)

Woodlake Dam during 
Hurricane Matthew 2016.

Residents downstream 
were evacuated.

A total of 20 dams failed due to floods 
generated by the Hurricane Matthew
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Cumulative number o dam failures

Prepared based on NID (National Inventory of Dams)

National Research Council issued "Safety of Dams: Flood and Earthquake Criteria."

The Federal Power Commission issued Order No. 315 defining the responsibilities 
of power licensees to ensure safe construction and operation of dams

Teton Dam Failure

Federal Guidelines for Dam Safety was published
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National Inventory of Dams

With the National Dam Inspection Act (P.L. 92-367) of 1972, Congress authorized the U.S. 
Army Corps of Engineers (USACE) to inventory dams located in the United States. The 
Water Resources Development Act of 1986 (P.L 99-662) authorized USACE to maintain and 
periodically publish an updated National Inventory of Dams (NID). The Water Resources 
Development Act of 1996 (P.L. 104-303), Section 215, re-authorized periodic update of the 
NID by USACE, and continued a funding mechanism.

NID maintenance and publication program is achieved through cooperative participation 
of the 50 states and Puerto Rico (as facilitated by ASDSO), and 17 federal agencies, who 
provide information on approximately 88,000 dams currently in the NID.

The NID has public and restricted access possibilities.

http://nid.usace.army.mil/cm_apex/f?p=838:12



National Center for Computational

Hydroscience and Engineering

The University of

Mississippi

12th  International  Conference on Hydroscience & Engineering ïICCHE 2016

Tainan, Taiwan

November 6-10, 2016

Statistics of Dams in the NID

There are about 88,000 dams registered in the NID
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National Inventory of Dams and Current Status of Emergency Action Planning

The US National Inventory of Dams includes records of ~88,000 dams:
1) The dam has a height equal to or greater than 7.62 m (25 ft) and 

the storage volume exceeds 18,500 m3 (15 acre-feet)
2) The storage volume exceeds 61,674 m3 (50 acre-feet) and the 

dam height exceeds 1.82 m (6 ft).

Å Some of the EAPs are very old and outdated
Å Some of the EAPs do not meet the standards
Å Thus, there are probably more dams in need of an EAP than 

that reflected by the statistics

Dams

Low

Hazard (LH)

58,956 (67.8%)

Significant

Hazard (SH)

12,406 (14.3%)

High

Hazard (HH)

14,726 (16.4%)

Failure would be 
unlikely to cause 

loss of life or 
property damage

Failure could 
possiblycause some 

loss of life and 
property damage

Failure would 
probablyresult in loss 

of  life and major 
damage to property

Emergency Action Plan is Required !

4,938 (39.8%) 

SH dams do not 

yet have an EAP 

3,172 (21.5%) 

HH dams  do not 

yet have an EAP 
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Statistics of Dams in NID
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Statistics of Dams in NID
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Statistics of Dams in NID

Older than 
50 years
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National Inventory of Dams and Current Status of Emergency Action Planning

ÅIt is estimated that the USA has 

about 114,000 milesof levee 

systems.

ÅSome of these levee systems are 

protecting highly developed 

urban areaswhere vital 

industries and critical 

infrastructures are located.

ÅA national inventory of levees 

exists, but it is not 

comprehensive.

Levees

Housing developments in Sacramento, 
which are built in areas protected by old 

and endangered levees.
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What is Flood Risk due to Failure of Water Infrastructure?

ñFloods are Acts of God, 

but flood losses are 

largely acts of manò

Gilbert Fowler White

(November 26, 1911 in Chicago ï

October 5, 2006 in Boulder, Colorado)

Prominent American geographer, 

sometimes called the "father of 

floodplain management"

The level of flood hazard does not 

depend solely on probability of 

floodé

ébut also on various technical and 

socio-economic factors such as:

Åpopulation at risk,

Åpopulation awareness and 

preparedness,

Åproperty and infrastructure 

vulnerabilities

Åpresence and degree of 

mitigation measures,

Åearly warning systems,

Åetc.
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When Flood Hazard is of Our Own Makingé

Images taken from: Wikipedia

1888 German map of New Orleans

New 

Orleans 

before 

hurricane 

Katrina
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Working in a Risk Assessment Framework

External or 
Internal

Triggering 
Event

System 
Response

Outcome
(Discharge 

hydrograph)

Exposure
(time of the year, 

warning level, 
etc.)

Consequence
(loss-of-life, economic 

and environmental 
damage)

Loading 
Probability

P(E)

Response 
Probability

P(R|E)

Outcome 
Probability
tόhμw 9ύ

Exposure 
Probability
tό·μh w 9ύ

# of lives lost
$ amount of damage

Reduce event 
amplitude 

and/or 
probability

Improve 
infrastructur

e 
performance

Reduce 
failure 

probability

Warning systems, 
flood proofing, 
preparedness

Zoning, relocation, 
land-use 

management

Identify
Risk

Estimate
Risk

Reduce
Risk

Evaluate
Risk Is risk 

criteria 
met?

Evaluate 
residual risk

Emergency 
management 

planning

Models:
Climate, 

Hydrology,
Earthquake

Modeling 
Needs

Structural 
Response, 
Erosion, 

Piping, etc.

Propagation 
of Resulting 
Discharge

Knowledge Basis 
(Damage 
Functions, 

methods, rules)

GIS-based Decision 
Support System

No

Yes

Numerical 

Model

Consequence 

Analysis

Risk = Probability × consequence

Event 

Model

Response 

Model

Exposure 

Model
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A New Generation of Modeling and Consequence Analysis Tools

There is a need for a

new generation of

simulation,

consequence analysis and

decision making tools

Because we need to take all the advantages offered by the 

new technologies available (computational methods, faster 

hardware, GIS and remote sensing data, databases, etc.)

to be 

time and cost-effective

and work in a

risk assessment framework.
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DSS-WISE: Decision Support System with a 2D Model and GIS-based Tools

ArcGIS

DSS-WISE GUI

DSS-WISE Pre-Processor

DSS-WISE Post-Processor

Run 2D Numerical Model DSS-WISE

Monte Carlo
Simulations
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Prepare DEM as Comp. Mesh

Simulation Scenario Setup

Simulation Scenario Setup

DEM, Land Use/Cover,
Satellite Imagery, etc. 

Dams, Levees, Water 
Bodies, etc.

User Preferences, 
Simulation Parameters

Geospatial Data Layers
Census Block Data
LandScanData
Data from HAZUS-MH
Agricultural Data
Infrastructure Data
Etc.

Knowledge Base
Census Block Data
Fatality Rate Curves
Damage Curves
Flood Danger Criteria
Etc.

Input Data for Pre-Processor

Computational Grid (Conditioned DEM)

Dams, Water Bodies, Sources and Sinks, Bnd. 
Conds, Observation Points, Lines, and Profiles

Simulation Parameter File

Map of 
Max Depth

Map of 
Max Vel.

Map of 
Max Disch.

Map of 
Flood Arriv. 

Time

Etc.

Flood 
Depth Map

Map of U 
Vel. Comp.

Map of V 
Vel. Comp.

Output 
(csv) files 

for Observ. 
Points, 

Lines and 
Profiles.

Output 
(csv) files 

for Observ. 
Points, 

Lines and 
Profiles.

Input Data for DSS-WISE Model

Results Output from DSS-WISE Model

Animate 
and/or 

Visualize

MS Excel or 
Equivalent

Google 
Earth

Input Data for Post-Processor
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State dam safety officials and federal agencies urgently needed a simple to use, robust, 
versatile and accurate dam-break flood modeling system to generate first tier dam-break 
flood inundation maps for prioritization and screening purposes.
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Many states are in need of analyzing quickly a large number of 
dam for screening purposes and

are looking for ways to reduce the cost of screening thousands of 
dams quickly and accurately
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General Flow Diagram of the New DSS-²L{9ϰ ²Ŝō tƭŀǘŦƻǊƳ ŦƻǊ C9a!

Security
Layer
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Future Analysis and 
Decision Support Tools

Job Scheduling

Error Checking

Preprocessing

Input Data Preparation

Compute Simulation

Storage (NAS)

DSS-²L{9ϰ [L¢9 /[¦{¢9w

Off-Site 
Storage

Remote User

Developments to be added in later phases

Internet
Connection

Network 
Attached 
Storage

Synchronize Files & Database
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Prepare Results Package
Map server provides access to 
DSS-²L{9ϰ [ƛǘŜ ŎŀǇŀōƛƭƛǘȅ ŀƴŘ 

other future capabilities

To setup a DSS-²L{9ϰ 
Lite Simulation

View & monitor DSS-²L{9ϰ [ƛǘŜ 
simulations. Download results.

The new DSS-²L{9ϰ [ƛǘŜcapability is provided through DSS-²L{9ϰ ²Ŝōportal 
designed, developed, and operated by the National Center for Computational 
Hydroscience and Engineering (NCCHE), the University of Mississippi.

ά!ŘƳƛƴέ

Allows user to manage his/her 
account and simulations (Not 

Available for Beta testing)

DSS-²L{9ϰ ²Ŝō 
Viewer

Checks Login 
Credentials
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Secure Web PortalOutside World
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Module
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Landing Page of DSS-²L{9ϰ ²Ŝō

Registered users can log in

Potential users may request 
access
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Options Available After Log-in

DSS-²L{9ϰ ²Ŝō ±ƛŜǿŜǊ 
button displays a map server 
and provides access to 
various analytical modules. 

Access to documentation, 
FAQ page, and Known 
Issues page

Users manage their 
account. Group 
Managers manage 
their groups.

FAQ page
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Dam-Break Flood Modeling and Mapping for Water Infrastructural Security and Emergency Response Planning
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Dam-Break Flood Modeling and Mapping for Water Infrastructural Security and Emergency Response Planning

1 Group Selection

2 Scenario Description

3 Simulation Type

4 Reservoir Information

5 Impounding Structures

6 Conditions at Failure

7 Partial Breach information

8 Breach Hydrograph

9 Simulation Parameters

10 Bridges

11 Observation Lines

12 Review and Submit
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Dam-Break Flood Modeling and Mapping for Water Infrastructural Security and Emergency Response Planning
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Data to be Entered by the User is Minimized
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Simulations Belong to Groups Managed by a Group Manager

DSS-²L{9ϰ ²Ŝō Ƙŀǎ ŀ ƘƛŜǊŀǊŎƘƛŎ ǘǊŜŜ-like user management system, which will be self-managed by the user community.
A simulation belongs to the Group under which it was launched. Group Manager can access all simulations of the Group

Each Group has a Group 
Manager and one or more 
members.

A user can be the Manager 
and/or member of more 
than one Group.

A user can only see his/her 
own simulation results.

A group Manager can see the list of all simulations launched by all Groups 
and Sub Groups that are under it. However, the Group Manager can only 
see the results of his/her Group.
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Step 1: User Chooses the Group Under Which the Simulation will be Carried Out
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Step 2: User Provides the Scenario Description / if needed, Simulation is Attached to an Existing Dam

Dams in NID are 
displayed. More 
information can 
be gathered by 
zooming.
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Step 3: Simulation Type
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Step 4: Reservoir Information
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Step 5: Impounding Structures
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Step 6: Conditions at Failure
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Step 7: Partial Breach information

Breach width is centered around the 
point specified by the user


